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ER

general:
domain: "replaceme.com"
ingress:
enabled: true

className: "azure-application—-gateway"

annotations:
appgw. ingress.kubernetes.io/ssl-redirect: "true"

appgw.ingress.kubernetes.io/use-private-ip: "false"

appgw. ingress.kubernetes.io/rewrite-rule-set: "bitwarden-ingress"

appgw.ingress.kubernetes.io/connection-draining: “true"

appgw.ingress.kubernetes.io/connection-draining-timeout: "30"

labels: {}

name: tls-secret

clusterIssuer: letsencrypt-staging
paths:

web:

path: /(.x)

pathType: ImplementationSpecific
attachments:

path: /attachments/(.x)

pathType: ImplementationSpecific
api:

path: /api/(.x)

pathType: ImplementationSpecific

icons:
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path: /icons/(.x)

pathType: ImplementationSpecific
notifications:

path: /notifications/(.x)

pathType: ImplementationSpecific
events:

path: /events/(.x)

pathType: ImplementationSpecific
scim:

path: /scim/(.x*)

pathType: ImplementationSpecific

SSO:

path: /(sso/.x*)

pathType: ImplementationSpecific
identity:

path: /(identity/.x)

pathType: ImplementationSpecific
admin:

path: /(admin/?.x)

pathType: ImplementationSpecific

3. HIRTEHTLSIERRZE D7z ICiB S ufzLet's Encrypt DI Z{FERT 206 D5, RV U7 NRADspec.acme.solvers.ingress.clas
s: %&"azure/application-gateway lICEFILTLEE W AT U TR EZITY Y IINTVWET,
4. Azure Portal T, Application GatewayDTcb DEDEERZ Y M ZERRLET

.Azure Portal CA— RISV > PFV5—=o 35— h oA ICBH L.
BRIEDT IVr—y a3y — oA &ERULTLLEE L,

—_

2USA ML —REBIRLTLIZS W,
3 EEMIABE AYVEBRL TS,

4. BHiZappgw. ingress. kubernetes.io/rewrite-rule-set: THEESNIEICEREL Y, my-values.yaml, ZDHFITIEBIit
warden-ingress,

BRNZBIRL. tBRE T Vw7 LTLIEE W,

Fr—hDAYA =)Lk
ZDH. Fr—hEAYAN—LURS, U1 MY hDOIL—ILLERT ZRENH D ET,

LAYRAN=ILTZHICHER UIEEDESMA Y NEBERWVWTLLES W,

© 2025 Bitwarden Inc | Page 4 of 10


http://bitwarden.com.test/ja-jp/help/self-host-with-helm/#install-the-chart
http://bitwarden.com.test/ja-jp/help/self-host-with-helm/#example-certificate-setup

U bit\/\/a rd e n Secure and trusted open source password manager for business

2.pr-bitwarden-self-host-ingress... CHREDIIRTDI—T 1 VXA ZEIRL.
ZDTLTA4 Y I ATIRESBVBDILBRZMR L. MAZBRL TS W,

3.+ VS RML—=ILZEEBM RV EBIRLTLLEE W,
HRIZEHBICDEEHRZ I —IVITEEDRAIEEEDIEFRZ(HITDZ ENTEET,

4. ROEMEBILTLZE W
o FIVIITRIEBHRDIAT -\

o Y —/)\—ZFE: uri_path

o ANXFELNWXFZEXBTS: WX

s BEFFLWL ()

o —HIBNY—=2:2(\/(?21EEE) (?211D) (?!ss0) ["\/1x)\/(.*)
B.RDT Y avEBMULTSEE W

o M4 T%EEZET URL

o« PV avOIEE RTE

o JAYR—FKRY I URL/R

e URL/NR{E: /{var_uri_path_2}

o NRAXY7OBEME: RF v
6. fEMZI=IRL 35

AML—=Y 93RRI S

FT7O4 X MZlE, ReadWriteManyZ T R— T2 UBAHZHEBRA N L —I U SR ERMT ZUNENH D £, ROMIL.
BHEELTAzure 7 7FAIVA N L=V U S XAEERT %76 (CAzure Cloud Shell CETTEZ RV U FRTT:

RSB BITIHD, BoDEF 21U T+ BRI > THERZEDHTELIICLTILS WL,

© 2025 Bitwarden Inc | Page 5 of 10


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes

U b itv\/a rd e n Secure and trusted open source password manager for business

Bash

cat <<kEOF | kubectl apply -n bitwarden -f -
kind: StorageClass
apiVersion: storage.k8s.io/v1l
metadata:
name: azure-file
namespace: bitwarden
provisioner: file.csi.azure.com
allowVolumeExpansion: true
mountOptions:
— dir_mode=0777
file_mode=0777
uid=0
gid=0
mfsymlinks
cache=strict
actimeo=30
parameters:
skuName: Standard_LRS
EOF

Z D TIE, sharedStorageClassNameDEZ 7 5 RICITF 2 RFICRET 2RENH D FT, my-values.yamlTs
Bash

sharedStorageClassName: "azure-file"
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az aks enable-addons ——addons azure-keyvault-secrets—provider ——name myAKSCluster ——resource-gro

up myResourceGroup
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cat <<EOF | kubectl apply -n bitwarden -f -
apiVersion: secrets—-store.csi.x-k8s.io/v1l
kind: SecretProviderClass
metadata:
name: bitwarden-azure-keyvault-csi
labels:
app.kubernetes.io/component: secrets
annotations:
spec:
provider: azure
parameters:
useVMManagedIdentity: "true" # Set to false for workload identity
userAssignedIdentityID: "<REPLACE>" # Set the clientID of the user—-assigned managed identity
to use
# clientID: "<REPLACE>" # Setting this to use workload identity
keyvaultName: "<REPLACE>"
cloudName: "AzurePublicCloud"
objects: |
array:
-
objectName: installationid
objectAlias: installationid
objectType: secret
objectVersion: ""
I
objectName: installationkey
objectAlias: installationkey
objectType: secret
objectVersion: ""
I
objectName: smtpusername
objectAlias: smtpusername
objectType: secret

objectVersion: ""
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objectName: smtppassword
objectAlias: smtppassword
objectType: secret

objectVersion:
I

objectName: yubicoclientid
objectAlias: yubicoclientid
objectType: secret

objectVersion:
I

objectName: yubicokey

objectAlias: yubicokey
objectType: secret

objectVersion:
I

objectName: hibpapikey
objectAlias: hibpapikey
objectType: secret

objectVersion:
I
objectName: sapassword #-OR- dbconnectionstring if external SQL
objectAlias: sapassword #-0R- dbconnectionstring if external SQL
objectType: secret
objectVersion: ""
tenantId: "<REPLACE>"
secretObjects:
— secretName: "bitwarden-secret"
type: Opaque
data:

objectName: installationid

key: globalSettings__installation__id
objectName: installationkey

key: globalSettings__installation__key
key: globalSettings_ _mail__smtp__username
objectName: smtppassword

key: globalSettings__mail__smtp__password

objectName: yubicoclientid
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key: globalSettings__yubico__clientId

— objectName: yubicokey

key: globalSettings__yubico__key
— objectName: hibpapikey
key: globalSettings__ hibpApiKey
— objectName: sapassword #-OR- dbconnectionstring if external SQL

key: SA_PASSWORD #-0OR- globalSettings__sqlServer__connectionString if external SQL
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E

kvname=<REPLACE>

az keyvault secret installationid —-vault-name $kvname —--value <REPLACE>
az keyvault secret installationkey —--vault-name $kvname —--value <REPLACE>
az keyvault secret smtpusername ——vault-name $kvname —-value <REPLACE>

az keyvault secret smtppassword ——vault-name $kvname —-value <REPLACE>

az keyvault secret yubicoclientid ——vault-name $kvname —--value <REPLACE>

az keyvault secret yubicokey ——vault-name $kvname —--value <REPLACE>

az keyvault secret hibpapikey —-vault-name $kvname —--value <REPLACE>

az keyvault secret sapassword ——vault-name $kvname —--value <REPLACE>
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e secrets.secretName: C D{E% SecretProviderClass TE# U fcsecretNamelc s8R E U E T,

e secrets.secretProviderClass: C M{E% SecretProviderClass CiE#: U fcmetadata. namells8E U £ 9,

© 2025 Bitwarden Inc | Page 10 of 10



